
PRIVACY POLICY 

Last updated on April 18, 2021 

Our Privacy Policy is designed to provide clarity about the information we collect and how we use it 
to provide a better user experience. By accessing or using the Nettrons Service, you consent to and 
accept this Privacy Policy and the Terms of Service (available at [www.nettrons.com/termsofservice]), 
and you consent to our collection, storage, use, and disclosure of your personal information as 
described in this Privacy Policy. To the extent our Privacy Policy conflicts with the terms of any other 
agreement entered into between us and you or a third party regarding your personal information, the 
terms of any such agreement(s) will control. If you have questions or complaints regarding our privacy 
policy or practices, please contact us as described in Section 12 (“Contact Us”).  

1.  INTRODUCTION 

Nettrons operates applications for mobile devices and Nettrons-branded websites (the “Service”). In 
this policy, “Nettrons,” “we,” or “us” refers to Nettrons, Inc. and its affiliates including its 
subsidiaries, parent companies, joint ventures and other business entities under common ownership. 

This Privacy Policy describes: 

• the information we collect, how we do so, and why we do it 

• how we may use and with whom we may share such information 

• how you can access and update the information we collect about you 

• the choices you can make about how we collect, use, and share your information 

• how we protect the information we store about you 

2.  INFORMATION WE COLLECT 

When you interact with the Service, we may collect and store information about you and your use of 
the Service as follows: 

2.1  Registration Information 
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We may allow you to “register” with us to create an account or profile within the Service. During the 
registration process, you may be required to provide your age, birthday, first and last names, e-mail 
address, a password, and other personally identifiable information that helps us confirm your identity 
when you access your account. 

We may also allow you to create a user profile that is visible to other users of the Service. Your user 
profile may include information and content such as a profile photo, one or more usernames, your 
gender, self-provided biographic details, links to your profiles on various social networking sites, and 
a Nettrons user identification number that is created by Nettrons and used to identify your profile. The 
Nettrons user identification number for your account and profile will be publicly available and will 
appear in the URL of your profile page. Your first and last names and profile picture will be publicly 
available and may be indexed by search engines.  

2.2  Information We Receive or Collect When You Use the Service on a Mobile Device 

If you access the Service from your mobile telephone or other mobile device (including a tablet) we 
will collect certain mobile device identifiers, including its MAC address and IP address. We may 
create and assign to your device an identifier that is similar to an account number. We may also collect 
geo-location information each time you access the Service from a mobile device unless you have 
disabled the geo-location feature in the device settings. 

2.3  Payment Information 

If you make a purchase in connection with the Service, we will collect the billing and financial 
information necessary to process the required payment, which may include your postal and e-mail 
addresses. Your payment may be processed by a third party, in which case such billing and financial 
information will be delivered to and processed by such third party for purposes of completing the 
payment.  

2.4  Customer Support Correspondence 

When you ask for assistance from our customer support team, we will collect and store the contact 
information you provide (generally your name and e-mail address), information about your activity on 
the Service, and your user ID number. We will also store the correspondence and any information 
contained within. 

2.5  SMS Notifications, Push Notifications & Local Notifications 
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If you sign up to have SMS notifications sent directly to your mobile phone, we will store the 
information you provide, including your telephone number. You may adjust the types of notifications 
you receive and when you receive them by changing your SMS notification settings. 

With your consent, we may send push notifications to your mobile device to provide updates and other 
relevant messages. You can manage push notifications from the “options” or “settings” page. You may 
also be able to manage them from your device’s settings page for the Service. 

2.6  Technical and Usage Information 

When you access the Service, we collect certain technical information about your mobile device or 
computer system, including MAC address, IP address and mobile device ID and usage statistics about 
your interactions with the Service. This information is typically collected and analyzed through the use 
of server log files or web log files (“Log Files”), mobile device software development kits and 
tracking technologies like browser cookies. Some of the cookies the Service places on your computer 
are linked to your user ID number(s). For more information on how we utilize cookies and other 
tracking technologies please review the “Cookies and Automated Information Collection” portion of 
Section 3 (“How we Collect Information about You”). 

3.  HOW WE COLLECT INFORMATION ABOUT YOU 

3.1  Information about Users 

When you use the Service, Nettrons collects and stores certain information that you provide directly or 
through a third party website. We may also collect information about your interaction with other users 
of the Service. The bulk of this information is collected and stored through the use of Log Files, which 
are files on our web servers that record actions taken on our websites. 

3.2  Communications Features 

You may be able to take part in certain activities on our websites or by using the Service that give you 
the opportunity to communicate or share information not just with Nettrons, but also with other users 
of our Service.  

We may record and store archives of these communications on our servers to protect the safety and 
well being of our users and our rights and property in connection with the service. You acknowledge 
and consent to the recording and storage of such communications for these purposes. 

3.3  Cookies and Automated Information Collection 
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When you access the Service, we collect certain technical information in order to (i) analyze the usage 
of our sites and services; (ii) provide a more personalized experience; and (iii) manage advertising. 
We, and service providers acting on our behalf, may use Log Files and tracking technologies to collect 
and analyze certain types of technical information, including cookies, IP addresses, device type, device 
identifiers, browser types, browser language, referring and exit pages, and URLs, platform type, the 
number of clicks, domain names, landing pages, pages viewed and the order of those pages, the 
amount of time spent on particular pages, the date and time of activity on our websites, and other 
similar information. In some cases, we will associate this information with your user ID number for 
our internal use. 

We may also employ other technologies including (i) web beacons, which allow us to know if a 
certain page was visited or whether an e-mail was opened; (ii) tracking pixels, which allow us to 
advertise more efficiently by excluding our current users from certain promotional messages, 
identifying the source of a new installation or delivering ads to you on other websites; and (iii) local 
shared objects also known as flash cookies, which help us to prevent fraud, remember your in-Service 
preferences and speed up load times. 

You can set your web browser to warn you about attempts to place cookies on your computer or limit 
the type of cookies you allow. Flash cookies operate differently than browser cookies and cookie 
management tools available in a web browser may not remove flash cookies. If you disable cookies, 
you may lose some of the features and functionality of the Service, as cookies are necessary to track 
and enhance your activities within the Service.  

4.  HOW WE USE THE INFORMATION WE COLLECT 

In general, we collect, store, and use your information to provide you with a safe, efficient, and 
customized experience. For example, we may use information collected from you in any one or more 
of the following ways: 

• to create your user accounts  

• to identify and suggest connections with other users 

• to enable user-to-user communications 

• to provide technical support and respond to user inquiries 

• to prevent fraud or potentially illegal activities 

• to enforce our Terms of Service 

• to target and deliver advertising 

• to notify users of updates 
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• to solicit feedback to improve Nettrons products and services and customize your user 
experience 

• to inform users about new products, services or promotional offers 

In addition, if you have provided your e-mail address to Nettrons, we’ll use it to respond to customer 
support inquiries and keep you informed of your activity within the Service. We may also send 
promotional e-mail messages and promotional SMS messages (“Promotional Communications”) 
directly or in partnership with third parties. For more information regarding your choices with respect 
to receipt of Promotional Communications, please refer to Section 8 below. 

5.  SHARING OF YOUR INFORMATION 

5.1  Service Providers 

We may provide your information to third parties that perform services on our behalf, including 
payment processing, product delivery, data analysis, e-mail delivery, hosting services and customer 
service. 

5.2  Business Partners 

If you access the Service through an offer or link that you received or viewed from a third party or a 
third party’s website or application, we may share information with that third party about your use of 
the Service, such as whether and to what extent you used the offer, activated your Nettrons account, or 
purchased merchandise through the Service. 

5.3 Marketing and Advertising 

We may provide information to advertising partners in order to send you communications about 
Nettrons, the Service or to show you specific content tailored to your interests, including relevant 
advertising materials, and to help us understand how our users interact with advertisements on the 
Service. The information we share with such advertising partners is in a de-identified format that does 
not personally identify you. 

5.4 Other Sharing 

In addition to the above, we may also share your information with third parties for the following 
purposes: 
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• with other users of the Service to encourage interaction among users 

• to allow a merger, acquisition or sale of Nettrons assets 

• to respond appropriately to legal process if we have a good faith belief that it is necessary 
to do so; to comply with mandatory requirements of applicable law; to protect the safety 
of any person; to protect our own rights and property, including our Terms of Service and 
other terms you have agreed to; to address fraud, security or technical issues; and 

• to publish anonymous or aggregate information about Nettrons or the Service 

6.  OUR POLICIES CONCERNING CHILDREN 

The Service is not intended for use by children under the age of 13. We do not knowingly collect 
information from children under the age of 13. If you are under the age of 13, please do not use the 
Service and do not provide any information to us. In the event that we learn that we have inadvertently 
gathered personal information from children under the age of 13, we will take reasonable measures to 
promptly erase such information from our records. 

7.  HOW TO ACCESS AND UPDATE YOUR INFORMATION 

If you no longer want Nettrons to make active use of your information, you may send an e-mail to 
team@nettrons.com. Place “Delete My Account” in the subject line and include your first name, last 
name and e-mail address. We will respond to your request within 30 days. Please note that certain 
records, for example those pertaining to payments or customer service matters, will be retained for 
legal and accounting purposes. If you have sent or posted content on the Service, we may not be able 
to delete it.  

If you wish to review or change the information Nettrons has about you, e-mail us at 
team@nettrons.com. You may change your e-mail preferences at any time, by visiting your e-mail 
preference page. 

You can turn off push notifications by visiting the “options” or “settings” page. You can stop further 
use of your geo-location by visiting your device’s settings for the relevant application or the “settings” 
page for the relevant application.  

If you have additional questions about this Privacy Policy, contact us at team@nettrons.com. 

8. RECEIVING AND USING FOREIGN DATA 
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Nettrons reserves the right to transfer, process and store information about our users on servers located 
in any country. Nettrons may also subcontract processing to, or share your information with, third 
parties located in countries other than the one in which you reside. This means that your personal 
information may be subject to privacy laws different from those in your home country. For example, 
information collected within the European Economic Area (“EEA”) and Switzerland may be 
transferred to and processed by Nettrons or third parties in a country outside the EEA or Switzerland, 
where you may have fewer rights regarding the use and sharing of your information. Nettrons will use 
and share your information only in accordance with the terms of this Privacy Policy. 

9. LINKS  

We may display content that links to third party websites. We are not responsible for third parties’ data 
privacy practices and content. For more information, please consult the privacy policies of any such 
third party websites. 

10. YOUR SHARING AND MESSAGING OPTIONS 

10.1  Opting out of Promotional Communications 

You may opt out of receiving additional promotional e-mails from Nettrons by clicking on the 
“unsubscribe” link in any such e-mail, or visiting the e-mail preference page. Please note that once we 
receive your request, it may take an additional period of time to process your opt-out request.  

10.2  Opting Out of Other Communications 

You can opt out of receiving SMS messages by texting STOP to the number we send from for that 
particular SMS program. When we receive an opt-out message from you for SMS messages, we may 
send a message confirming our receipt of your opt-out. 

When you install a Nettrons application on your mobile device you have the option to receive push 
notifications. You may turn off push notifications by visiting the “options” or “settings” page within 
the relevant app. 

Please understand that if you opt-out of our Promotional Communications or other forms of 
communication, we may still e-mail or communicate with you from time to time if we need to provide 
you with information or if we need to request information from you with respect to a transaction 
initiated by you or for other legitimate non-marketing reasons. 
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11.  SECURITY OF YOUR INFORMATION 

Nettrons implements commercially reasonable security measures to protect the security of your 
information both online and offline, and we are committed to the protection of customer information. 

The profile information associated with a Nettrons user account is protected by the password each 
member uses to access their online account. It is important that you protect and maintain the security 
of your login information and that you immediately notify us of any unauthorized use of your account. 
If you forget the password for your Nettrons account, the website allows you to request instructions 
that explain how to reset your password. When you sign into your account or enter payment 
information (such as a credit card number when purchasing virtual currency), we encrypt the 
transmission of that information using secure socket layer technology (“SSL”). 

While we take reasonable precautions against possible security breaches of our websites and our 
customer databases and records, no website or Internet transmission is completely secure, and we 
cannot guarantee that unauthorized access, hacking, data loss, or other breaches will never occur. We 
urge you to take steps to keep your personal information safe (including your account password), and 
to log out of your account after use.  

Unfortunately, the transmission of information over the Internet is not completely secure. Although we 
strive to protect your personal data, we cannot guarantee the security of your data while it is being 
transmitted to our site; any transmission is at your own risk. Once we have received your information, 
we have procedures and security features in place to try to prevent unauthorized access. 

12.  CHANGES TO OUR PRIVACY POLICY 

We may make P3P – compact machine-readable – policies and headers available. If we do so, we will 
try to ensure that they are consistent with this human readable policy. However, in the event of a 
conflict between a machine-readable policy and this policy, this (human readable) policy will control. 

If we decide to make material changes to our Privacy Policy, we will notify you and other users by 
placing a notice on our website or by sending you a notice to the e-mail address we have on file for 
you. You should periodically check www.nettrons.com and this privacy page for updates. 

13.  CONTACT US 

If you have any questions, comments or concerns regarding our Privacy Policy and/or practices, please 
send an e-mail to team@nettrons.com. All other inquiries should be directed to Our Support Page. 
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Contact: 

Nettrons, Inc. 
founders@scitok.com 


